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1 Obwmne ceegeHns

11 BBepeHune

B HacTosilleM OOKyMEHTe MPUBOAATCA CBeAeHMs O nporpaMmHoM mapenun «basuc.Digital Energy», kogpoBoe
o6o3HaueHne RU.HP®/1.00010-01 95 O1, ans agmuHuctpatopa MO (Baswuc.Digital Energy), B cnegylowem
ob6béme:

+ oblee onucaHne NporpaMMHoOro n3genus;
+ onucaHwe CTPYKTYpbl NPOrpamMMHOro n3aenus;
+ OnucaHwe AencTBMN agMUHUCTpaTopa 6e3onacHoOCTM.

HacTtosawum p[oKyMeHT npegHasHaueH pAans WHXEeHEPHO-TEXHUUECKMX CMEeLManucToB, OCYLECTBSIOWNX
aKcnnyaTtauuio, NoAAEPXKY Y COMPOBOXAEHNE MPOrpaMMHOro obecneyeHus.

111 NopeHtndpmkaumoHHble aaHHble
NpeHTuUKaLyMOoHHbIe gaHHble MO MporpammHoe o6ecneuveHune «basuc.Digital Energy»

MporpammHOe obecneyeHne «basuc.Digital Energy».

Ha3BaHuve gokymeHTa
PykoBoaCcTBO agMuHUCTpaTopa

Bepcusa pokymeHTta 1.0
O603Ha4YeHne JOKyMeHTa RU.HP®/1.00010-01 9501
ABTOp JOKyMeHTa 000 «BA3NC»

11.2 TlepeueHb akcnnyataunoOHHbIX LOKYMEHTOB

[ononHutensHO K HacTosAWweMy AOKYMEHTY TEXHUYECKME aAMUHUCTPAaTOPbl AOMKHbI LCNONb30BaTh AOKYMEHTbI:
RU.HP®/1.00010-01 97 O1. MNporpammHoe obecneueHne «basunc.Digital Energy». PykoBoactso no yctaHoBske.

11.3 OnucaHume cuctemsl

Ha3HaueHune

MO «baswnc.Digital Energy» (nanee basuc.Digital Energy, MO, cuctema) OCHOBaHO Ha KOHUENUUu
DevSecOps. KoHuenuns DevSecOps peannsyeT BHEAPEHNE aBTOMATM3NPOBaHHbIX NPOBEPOK 6€30MacHOCTA B
npouecce DevOps, TO ecTb B Npouecc pas3paboTkM MPOrpaMMHOro o6ecneuyeHns Ha MPOTSKEHUM BCero
XKM3HEHHOrO UuKna, HaunHasa oT pas3paboTkuy, TECTUPOBaHNS OO ero AOCTaBku u pasBepTbiBaHusa. basuc.Digital
Energy npenoctaenser DevSecOps Kak ycnyry, YTo NO3BONSET PELWNTL cneayolme 3agaum:

+ MPUMEHeHWe pasHOOH6Pa3HbIX MHCTPYMEHTOB;

« aBTOMaTU3aLus pas3BepTbiBaHNs U OGHOBNEHNS MHCTPYMEHTOB;

« MUHMMW3NPOBATL KOMMUYECTBO KOHPUIYPALIMOHHBIX PannoB UHCTPYMEHTOB;
+ CBSI3aHHOCTb MHCTPYMEHTOB;

« MOAAEPXKKA U 9KCMyaTauus NHCTPYMEHTOB.

dJYHKLlVIOHaﬂbeIe BO3MOXHOCTHU

MpoaykT BbINOMHAET OyHKUMM co3paHusa knactepa Kubernetes, ero HacTpOWMKMW, YCTAaHOBKM W HaCTPOWKMU
HeobxoauMbIx MHCTpymeHToB DevOps n DevSecOps v npepocTtaBnsercd B BuAe YCNyru, Kak OOUH U3
nnatdopMeHHbIX cepBncos «basnc.DynamiX».

MO «basuc.Digital Energy» npegocTtaBnser nonb3oBaTtenio cneayowme pyHKLMOHanbHble BOSMOXHOCTU:

+ MOMHOMYHKUNOHAMbHbLIA FrpacdonyecKmin MHTEpPENC, NO3BONAIOLWNN OCYLLECTBNATL HACTPOWKY,
YCTaHOBKY MHCTPYMEHTOB, obecneunsaiowmi ynobHoe B3anMoaenCTBME C MHCTPYMEHTaMK;

+ Habop roToBbIX MHCTPYMEHTOB ANS Pa3BEPTbIBAHNS;

- obecneueHne CBA3AaHHOCTU NHCTPYMEHTOB;

+ npenocTaBieHne OBHOBMAEMOro xpaHunuwa obpas3oB Ansg CBOEBPEMEHHOIO OOHOBNEHUS
WHCTPYMEHTOB;

+ NPenoCTaBneHne CUCTEMbl MOHUTOPUHIA YCTaHOBMEHHbIX MPUNOXEHUN;

+ BO3MOXHOCTb UHTErpaumn ¢ apyrumm npoayktamm OOO "BEA3NC".

Obuwume ceeaeHunst - 3
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CtpykTtypa Cucremsl
MO «bazuc.Digital Energy» BkniouaeT cneaytowmne nporpaMmmHbie KOMMOHEHTbI:

+ backend (HanncaH Ha Golang);

+ decort-go-sdk - KOMNOHEHT, NpeacTaBnAoW NN 6GUHGNNOTEKY, HaNUCaHHyIO Ha A3bike GO, No3BoNnsioLLYIO
B3anmopencTeoBaTtb ¢ APl obnauHon nnatgoopmbl DECORT. bubnuoteka coaepxut B cebe CTPyKTypbl
1 MeToabl, HeobxoanmMble ana otTnpaskun 3anpocos. Decort SDK umeet BCTpoeHHbIN http-KnnMeHT un
noanepXXuBaeT pasHele cnocobbl aBTopusaunn Ha nnatpopme. brbnnorteka Tak xxe coaepxut B cebe
MOOEeNn OTBETOB OT NnaTcopMsbl;

« monitagent (HanucaH Ha Golang) - pasmelaeMbit B k8s knacTtepe cepBuc, npegHasHauyeHHbIN ans
KOHTPOMS U MOHUTOPWHIa MHCTPYMEHTOB;

- integagent (HanncaH Ha Golang) - Takxe pa3MellaemMbin B k8s knactepe cepsuc, NpeaHa3HaUeHHbIN
AN HaCTPOWKU U UHTErpaunm MHCTPYMEHTOB;

. frontend (HanucaH c ncnons3oeaHneM Vue.js ppelMBopKa) KOMMOHEHT, NpeacTaBnaoWwnn cobon
javascript npunoxeHue, ucnonHsemoe B 6paysepe nonb3oBartens, u NpegHasHauyeHHoe Ans co3aaHns
rpacduueckoro nHtepdenca k NO «basunc.Digital Energy» .

Ha pucyHke 1 otobpaxeHa obobuieHHas cxema B3aumopewnctBusi cepsucoB [10 «basuc.Digital Energy»,
CEepBNCOB UHCTPYMEHTOB (MHCTaNNUPyeMbIX MPOAYKTOB) U NHbIX CEPBUCOB:

Power DNS
Pdnsagent — o\ omen)
pmmm e m———  E T e mmmmm- mmmm-- (R T R —
] ; Istio Certmanager K8$ knactep
& | : (CepeucHas (KouTponnep e
ol smat e L i ceTkal cepTUDHKATOE) RedisCluster T
Be6-Spaysep : Baauc.DynamiX ; ) PTMGD! ) s (CYBI Bricokoi
] ' [OCTYNHOCTH)
L} [
1 5 IE‘ : IngressNginx fg
'
" | ettt :
1 ] s Longhorn
p 1 Basuc. ! (pacnpe- ;
MNonssosarensckwit| ; ~{ 0] »| Digital Energy : qeg;;l;oe Gitlab
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PucyHok 1- Cxema Baanmogevictaus cepsucos 10 «basuc.Digital Energy», cepBncoB MHCTPYMEHTOB
(MHCTanpyeMbIx npoayKToB) v NHLIX CEPBUCOB

roe,

- Ingress nginx - Kontponnep Ingress-NGINX gna Kubernetes;

- IntegAgent - NHTerpaunoHHein cepeuc, CepBMC KOMMNNEKCHOIO YNpaBneHns MHCTanMpOBaHHbIMU
npoaykramu;

« KubeAPIServer - cepuchl Kubernetes;

- MonitAgent - Cepsuc MoHuUTOpUHra, CepBMC MOHUTOPUHIa COCTOSHUSA MPOAYKTOB;

- PdnsAgent - DNS cepsuc, Cepsuc ynpasneHus DNS sanucamu.

11.4 Ha3HauyeHne KOMMyHMKauun Ha cxeme

+ O - Nonyuenune JS hpoHTeHaa npunoxeHns; RPC 3anpockl ansa passeptbiBaHma K8S knacTepa;
3anpockl AN MHCTanNAUMW, AeNHCTaNNALUUN, MOHUTOPUHIa NPUNOXEHNI; 3anpockl Ang
ayTeHTudomKaumm n asTopmsaunm; 3anpocsl Ans ynpaenexHuns none3osatensmm DSOaasS;

« 1- RPC 3anpocsbl Ha co3nanune/ynanedne DNS 30H n DNS 3anucen cepsucos;

+ 2 - RPC 3anpochbl Ha cosanaHue/ynanenne K8S knactepa n BcnomoratefnibHon MHdbopMaLmm;

« 3 - HTTP 3anpocel ana nonyyenns JS ppoHTIHAOB NPOAYKTOB U B3aMMOLENCTBUS C NPOAYKTaMW,
pa3BepHyTbIMU B KNacTtepe;

+ 4 - RPC 3anpocChbl Ang MOHUTOPUHIa COCTOSHUI Knactepa, KOMMNOHEHTOB MPOAYKTOB U CaMuX NPOAYKTOB;

+ 5 - RPC 3anpochl Ana MHTErpaunoHHOro ynpasneHna NpoayKTamMun, pasBepHyThIX B Knactepe;

Obuwume ceeaeHuns - 4
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+ 6 - RPC 3anpochkl ana ynpasneHnns K8S knactepa n ero obbektamu, B YaCTHOCTU pa3BEePTbIBAHUS
NnpOAYyKTOB;

« 7 - 3anpockl Kk Mongo DBMS ans nonyueHus/xpaHeHns MHpOpMauumn o pasBepHyThIX Knactepax,
npoaykTax, nonb3osaTtenax/rpynnax, CeCCusx u MHON HpopMauuy;

- 8 - HTTP 3anpocekl k npoaykTaM BHYTpU Knactepa, NnepefaHHble N3BHE Hero NoCpeaCcTBOM reverse
proxy;

« 9 - 3anpoctl k Redis key-value DBMS, ans xpaHeHns NpoOMeXyTOUHbIX/KILLNPYEMbIX AaHHbIX;

- 10 - SQL 3anpocsl k PostgreSQL DBMS ansa xpaHeHns OCHOBHbIX AaHHbIX MPUNTOXEHUA-MPOAYKTOB;

+ 11 - 3anpochkl K NPUNOXEHUAM-NPOAYKTaM ANS MOHUTOPUHIa UX COCTOAHUS;

+ 12 - 3anpocekl kK K8S API ans MOHWTOPUHra/KOHTPONS COCTOSAHUI OOBLEKTOB KnacTtepa u
WHTErpuUpOBaHHbIX B KNacTep NpoaykKToB, TakMx Kak certmanager, longhorn, istio;

+ 13 - Event 3anpockl K UHTErPUPOBaHHbLIM B KNacTeEP CEPBUCAM;

+ 14 - 3anpocsl K NPUNOXeHUAM-NPoayKTaM Ana peanusaunn/pasBepTbiBaHNS TUMOBbLIX CXEM
B3anMOOeNCTBuUS.

Tunbl KOMMYHUKALMIA HA CXEME:

+ O-HTTPS REST;
+ 1-GRPC;

+ 2-HTTPS REST;
+ 3 - HTTPS REST;

- 4 - GRPC;

- 5-GRPC;

- 6 -HTTPS REST,;

- 7- MONGO;

.- 8 -HTTPS, HTTPS REST;
- 9 - Redis;

+ 10 - PostgreSQL;

« M- HTTP/HTTPS REST;
- 12 - HTTPS REST;

- 13 - HTTPS REST;

« 14 - HTTP REST.

NHCTPYMEHTBI (MHCTanNnpyeMble NpPOoAyKTbl C MX CEPBUCAMK) HA CXEME MOXHO YCMOBHO pa3fenuTb Ha ABe
rPynnbl MO Ha3HAYEHWIO:

NHpacTpyKTypHbIN YPOBEHB:

- Certmanager;
« Istio;

- Ingress-nginx;
- IntegAgent;

- Longhorn;

- MonitAgent;

+ Redis cluster;
- Postgresqgl-HA.

GUI nHCTpyMEHTbI (NPOAYKTbI) HEMOCPEACTBEHHO ANS UCNONb30BaHMA B pa3paboTke:

- DependencyTrack;
- Gitlab;

- Harbor;

- Jenkins;

« Sonarqube

- Vault;

+ Nexus.

Obuwume ceeaeHunst - 5
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2 TpebosaHua k agMuHncTpartopy «basuc.Digital
Energy»

Anmuuuctpatop MO - fOMKHOCTHOE NNUO, CNyXXebHasa AeAaTeENbHOCTb KOTOPOro CBA3aHa ¢ akcnnyataunen 10O
«basuc.Digital Energy» Ha 6a3e nata-UeHTPOB KNNeHTa.

ApomuHucTpatop MO gonXeH yMeTb MCNONb30BaTh YTUMUTLI U UHCTPYMEHTbLI aAMUHUCTPUPOBAHUS CUCTEMOW C
uenblo:

+ KOHTpOMA paboTocnoCOBHOCTUN CUCTEMBI (NPOBEPKN OCHOBHOIO pyHKUMOHana);
+ MPOBEPKMN PabOTOCNOCOBHOCTN OTAENBHbIX CUCTEMHbIX CMYXO;
+ KOHCUrypupoBaHus BUPTYyasbHbIX CEPBUCOB CUCTEMBI.

[nsa BbinonHeHnsa 3apgau no conposoxaeruio NO «basuc.Digital Energy», HeobxoanMo nMmeTb onbIT paboThl,
CBSI3@HHbIN C CUCTEMHBIM aAMUHUCTPUPOBAHWEM CEPBEPHOrO 060PYyNOBaHMS.

TpebosaHua k anmuHucTpatopy «basuc.Digital Energy» - 6
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3 CucrteMHble TpeboBaHuA

3.1 CucremMHole TpeboBaHua K K8s knactepy ang
pa3BepPTbIBAHUA UTOTOBbIX MUHCTPYMEHTOB

3.11 AnnapaTtHble TpeboBaHus

MwuHnManbHble TpeboBaHUs Ansa yctaHoOBKM npoaykta basnc.Digital Energy:

+ 1 Master ysen:
- 1CPU;
- 1024 MB RAM,;

+ 1 Worker yana:
- 1CPU;
- 1024 MB RAM,;
- 1GB disk.

MuHUManbHbIe Tpe6OBaHI/I9| K NOAKMIOYaeMOMY Knactepy Ana yCtaHOBKKM CEPBUCOB (I/IHCprMeHTOB)Z

+ 1 Master ysen:
- 4 CPU;
- 8192 MB RAM;

- 3 Worker yana:
- 4 CPU;
- 16384 MB RAM;
- 200 GB disk.

3.1.2 lNporpaMmMHblie TpeboBaHus

MacnopTa MHCTaNMMPyeMbIX CEPBUCOB

HasBaHue
cepsuca

OnucaHue

#A3bIK NporpamMmmupoBaHus - golang
Certmanager o
ECTb BO3MOXHOCTb MCMNONb30BaTb prometheus, HacTpoiika B values

£A3bIK NporpaMmmMnpoBaHuns - java
EcTb BO3MOXHOCTb Mcnonb3oBatb prometheus(https://docs.dependencytrack.org/getting-
started/monitoring), HacTpokK B values HeT.

[nsa obecneyeHnst paboTbl yCTaHaBNNBAKTCS CEPBUCHI:

DependencyTrack . Certmanager;

+ Ingress-Nginx;
- Longhorn;
- Postagent;
- Postgresql

#A3bIk NporpamMmmupoBaHus - ruby, golang, js
ECTb BO3MOXHOCTb MCMOMb30BaTb prometheus, HacTpoiika B values

[ns o6ecneyeHus paboTbl ycTaHaB/IMBAKTCA CEPBUCHI:
Gitlab - Certmanager;
+ Ingress-Nginx;
- Longhorn;
- Postagent;
- Postgresq|

CuctemHble TpebosaHua - 7
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HasBaHue
cepBuca

Harbor

IngressNginx

IntegAgent

Istio

Jenkins

Longhorn

MonitAgent

Postgress-HA
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OnucaHue

A3bIK NporpaMMMpoBaHus - golang, ts, python
EcTb BO3MOXHOCTb UCMO/b30BaTh prometheus, HacTpoiika B values

[ns obecneyeHns paboTbl yCTaHABNMBAKTCA CEPBUCHI:
- Certmanager;
- Ingress-Nginx;
- Longhorn;
- Postagent;
- Postgresq|;
+ Redis

A3bIK NPorpaMMUpoBaHms - golang
ECTb BO3MOXHOCTb UCMO/Mb30BaTh prometheus, HacTpoiika B values

[ns obecneuveHns paboTbl yCTaHaBNNBAETCA CEPBUC:
Certmanager

SA3bIK NpOrpaMmmpoBaHus - golang

MHTErpayMoHHbI CepBUC U CEPBUC KOMM/IEKCHOTO YNpPaBMEHNsT HCTA/IIMPOBAHHLIMU
npoayKTamm.

PazpaboTtka OO0 "BA3NC"

A3bIK NporpammMupoBaHus - golang
EcTb BO3MOXHOCTb MCMOMb30BaTb prometheus, HacTpoiika B values

$13bIK NTporpamMmMmMpoBaHus - java
ECTb BO3MOXHOCTb UCMOMb30BaTb prometheus, HacTpoiika B values

[ns o6ecnedyeHns paboTbl yCTaHAB/IMBAIOTCS CEPBUCHI:

- Certmanager;
- Ingress-Nginx;
- Longhorn

A3bIK NporpammMmmnpoBaHns - shell, python
B0O3MOXHOCTWN HaCTpPOWikn prometheus B values HET

[na obecneyeHnsi paboTbl yCTaHABNNBAKTCS CEPBUCHI:
- Certmanager,
+ Ingress-Nginx

#A3bIk NporpamMmmupoBaHus - golang

VIHTErpaunoHHbIli CepBUC 1 CEPBUC KOMMIEKCHOTO YNPaB/eHUsI UHCTaIIMPOBAHHBLIMM
npoayKTamm.

PaspaboTtka OO0 "BA3NC"

#A3bIK nporpammMmunpoBaHns - C
ECTb BO3MOXHOCTb MCMOMb30BaTb prometheus, HacTpoiika B values

[ns obecneyeHnsa paboTbl yCTaHABNMBAKTCA CEPBUCHI:
- Certmanager:
- Ingress-Nginx:
- Longhorn:

Postagent

CucteMHble TpeboBaHus - 8
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Vaunt
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OnucaHue

#A3bIK nporpammupoBaHns - C
EcTb BO3MOXHOCTb 1CNO/b30BaTh prometheus, HACTPOIika B values

Ana obecneyeHus pa60Tb| yCTaHaB/IMBaAKTCA CEPBUCHI:

- Ingress-Nginx;
- Postgresq|;
- Postagent

£3bIK NpOrpaMmMmnpPoBaHnA - java
EcTb BO3MOXHOCTb MCNO/Mb30BaTh prometheus, HacTpoiika B values

[na obecneyeHns paboTbl ycTaHaBNNBAKTCA CEPBUCHI:

- Certmanager;
- Ingress-Nginx;
- Longhorn;

- Postagent;

- Postgresq|

SA3bIK NpOrpaMmmpoBaHus - golang
ECTb BO3MOXHOCTb MCMOMb30BaTh prometheus, HacTpoiika B values

[na obecneyeHns paboTbl ycTaHaBNNBAKTCA CEPBUCHI:

- Certmanager;
- Ingress-Nginx;
- Longhorn

Knacchbl koHTenHepoB ncnonsdyemble B DigitalEnergy

1. YacTHble KOHTeNHepsI, aBnsaowmecs npoayktammn komnaHun OO0 " BA3SUC", n cnyxawme ana obecneueHuns
dyHkumoHanbHocTn basuc.Digital Energy, niterpaumnmn ¢ baznc.DynamiX n nHbIMM KOMNOHEHTAMW SKOCUCTEMBI.
2. PaanunuHble KOHTENMHEpPDLI pa3BepTbiBaeMbIX B Kubernetes knactepe opensource npoayKkToB, MCNONb3yEMbIX
4ns OPMUPOBaHUS LlefIeBOro pabouero KoMMnekca NPUNoXeHun.

B BapuaHTe MHCTannsuMmM no ymonuyaHuio obpasdbl KOHTEMHEPOB MPOAYKTOB AOCTABMAAIOTCA B WUCMOMb3YEMbIN
K8s knacTtep 13 onyb61vMkoBaHHbIX aBTopamy 06pasos u/unmn helm yapToB MCTOUHUKOB.

[ns pasBepTbiBaHNWs NPOrpaMMHbIX NPOAYKTOB 13 cnncka DE, HO 13 YacTHbIX PENO3UTOPUEB, HAUMEHOBAHWS,
TArM N KOHTPOJbHbIE CYMMbl O6Pa30B KOHTEMHEPOB B YaCTHOM PEMO3UTOPUN AOMKHbI TOUHO COOTBETCTBOBATH
[aHHBIM B UCXOLHbIX PENO3UTOPUSX MPOOYKTOB.

CucteMHble TpeboBaHusa - 9
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4 YKka3aHuAa No yCTaHOBKE U aKCnnyaTtauum

MNpouecc yctaHoBku MO nogpobHo onmcaH B AokymeHTe [10 «basuc.Digital Energy». PykoBoactso no
yctaHoske RU.HP®/1.00010-01 93 O1.

Ykazanua no askcnnyatauum MO npueeneHbl B nokymeHTe [10 «baswmc.Digital Energy». PykosoacTtBo no
skcnnyataumm RU.HP®J/1.00010-01 97 O1.

YkasaHusa no yctaHoske v akcnnyatauum - 10
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5 VpeHtndpmnkauma n ayteHtudmkaumns

5.1 AoMuHucTpaTop

A,CI,MI/IHI/ICTpaTOpOM CUCTEMDI ABNAETCA NONb30BaTesb, KOTOprI;I obnapaeT BCeEMU OOCTYNHbIMU pa3peLleHnaMmn
CUCTEMbI:

+ MOHUTOPUHI NPOAYKTOB;

- PepakTnpoBaHue no6oro nonb3oBatens;

- PepakTnpoBaHue NpoayKToB;

- PepakTupoBaHue nonb3oBatenen B rpynne;
- PepakTupoBaHue NMYHON yUETHOW 3anmncu.

AOMUHUCTPATOP paboTaeT C Knactepamu, MMeeT npasa Ha fobasneHve nonb3osaTenei v rpynmn.

5.2 ATOpM3aUMA Ha nopTane
IOna asTtopmusaumnm Ha noptane "bBasuc.Digital Energy" BbinonHute pencreus no wuaeHTUdUKaUMM U
ayTeHTUdMKaUNN YUETHON 3anncu:

1. MNepengute No akTyansHO CCbINKE B aApEeCHON CTPOKe bpaysepa.
2. B okHe aBTOpU3aumm 3anonHuTE napamMmeTpbl yUeTHOW 3anucu:

* UM nonb3osaTtens (NOrnH agMMHUCTpaTopa);

+ napornk (naponb agMUHUCTPaTopa).
3. HaxmuTte Ha kHonky «BounTtn».

Mocne npoxoxaeHns npoLeaypbl aBTopM3aummn OTKPOEeTCS HavanbHas CTpaHuua nopTtana - MaBHas cTpaHuua.

BASIS

Baawc.Digital Energy

WmA nonesosatens *

Hanpumep: Viadimir

MNopons *

PucyHok 2 - OKHO aBTopu3auymm

Noentndpukaumsa n aytentndpukaumsa - 11
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6 MeHio n HaBurayms

6.1 haBHag cTpaHuua

Ha rnaBHoW cTpaHuUe npeacTaBneHbl cneayiowmne cekunm:

- KnactepoB - oTpaxeHO KONMUYeCTBO CO3AaHHbIX KNacTepoB.
- MNMonb3oBaTtenemn — KONMUYECTBO NOMb3OBaTENEN.
- Tpynn - koNMuecTBO rpynm.
- Tabnuua knacTepoB c napaMeTpamu:
- HasBaHue - HauMeHoBaHMWe KnacTepa;
+ MNpunoxeHus - yCTaHOBNEHHbIE NPUMNOXEHNUS U UHCTPYMEHTbI.

BASIS ® o [@nuse v

MnaeHasA cTpaHuya

I 4
Knactepoe & Monssosatened rpynn o B/ SIS
L= 2, \
i 5 8 3

Bbasuc.Digital Energy

DevOps-koHBeiep HO 6a3e AVMHOMWYECKOW MHDPACTRYKTYPRSI,

+ Cosgats Q. Monck No BCEM NOAAM
MO3BONAOLWA OPraHM30BATE NOAHBIA LMKA paspaboTku W TECTUPOBOHWA
Hazsaune 1| Mpunoxenna | NPOrpaMMHEIX NPOAYKTOB
H TOH Hbl : v A C :
Knactep B Nnpoyecce CO3AAHWA.. € YCTOHOBNEH®! : MoanepxMBaemeIe MHCTPYMEHTLI:
certmanager integagent monitagent
. He yeTaroanens : @ v1.10.1 C 030 ! v1.0
KnacTtep B npouecce CO3AAHWA..
ingress-nginx . lenghorn gitlab
! He yCTaHOBAEHD! m v1.8.2 V v1.51 “ v.master
KnacTep B npouecce COIAOHMUA.. ey
nexus jenkins o dependency-track
r (]
t 0 v3.581 Q vZ2.414.1 O vé.6.3
S - He yCTaHOBNEHLI
Knac €p B Nnpouecce COZQUHVA.. .
C; . harbor m postgresgl-ha e redis-cluster
. v2.9.0 v15.3.0 vZ2.0.10
$‘ VI e He ycTaHoEnEHb!
KnacTep B npouecce CO3A0HMA.. vault -3 sonarqube L istio
V1131 Vovi021 A g0
1 5 w
Bepcusa:

PucyHok 3 - [naBHas cTpaHuya

6.11 CospaTtb

N3 wnHTepdperica rnaBHOWM CTpaHMuUbl OOCTyMHa OMUWUA Mepexofda Ha CTpaHuuy co3faHus knactepa. Ons
nepexopa Ha CTpaHuly co3faHus KnacTepa BbINOMHUTE CreayioLlee:

1. HaxxmuTe Ha kHonky "CospaTb'.

2. Bblbepute B MoAanbHOM OKHe oauH M3 TunoB knactepa: DynamiX unu Generic (KubeConfig). danee
nponsonaeT aBToMaTMyeckn nepexon B pasnen "Knactepbl" Ha dopMmy cospnaHus knactepa. [MogpobHee o
cosfaHum knacTepa cM. B pasfgene "Knactepsol”.

Ynanutb

Ons ypaneHna knactepa Bbibepute nyHKT "Yoanuth'. [lpousomaer nepexon Ha CTpaHuuy >XypHana
(oTcnexuBaHue 3agaun).

XypHan ycTtaHOBKMU

,ﬂOCTyI’IeH NPOCMOTP XypHana YCTaHOBKW, NMPU HaXathn npouncxoout nepexon Ha CTpaHuuly >XypHana
YCTaHOBKU Knactepa. )KypHan YCTaHOBKM OOCTYNEH Npu Co3aaHnn Knactepa tmna DynamiX.

MeHio 1 HaBurauyusa - 12
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B/;SIS ®@ o3 i‘wtuscr ]

[naeHas cTpaHvua

F
Knactepos 2 Monb3oBaTenen o Mpynn © B/\sls
68 6 8 3

Basuc.Digital Energy

DevOps-koHBeiiep Ha 6a3e JUHAOMWUYECKON MHOPACTPYKTYPSI,

+ Cospate Q. Mouck no Bcem nonsm
MO3BOJIAKOLLMIA OPraHM30BATE MOJHBIA LUKA PO3paboTKN U TECTUPOBAHMA
Haseauue 1) Mpunoxenua 1) NPOrpamMMHeIX NPOAYKTOB
O H = -
cluster.c2453650176967... © yETaHOBNEHSI : Moazepxueaemble HHCTRYMEHTI:
_ Jer — integagent ; monitagent
D S T [ >XypHan ycTaHOBKM v0.30 ofd V10
KﬂUCT&p B Npouecce CO34aHUA...
™ Yaanuts Jinx . longhorn gitlab
test4 v v1.5.1 “ v.master
. . He ycTaHosneHb! .
Kﬂ(][.T(’p B Npouecce CO34aHUA...
~  nexus jenkins a dependency-track
test3 . (r) v3.58.1 a V24141 o?  vas3
He ycTaHoBEeHb! 2
KnacTep B npouecce Co3gaHus... .
@ harbor @ postgresql-ha a redis-cluster
Lestiost v2.9.0 v15.3.0 V7010
& K)ﬂkC]C:FuE B Npouecce CO34aHUA He YCTAHOB/IGHD!
P& npoy A vault \\ sonarqube \ istio
V1133 ' v10.24 A 50
1 2 > » 5 wv
Bepcus:

PucyHok 4 - Ypanenne knactepa yepes [nasHyo ctpaHuly

6.1.2 NHdopmaums o knactepe

[ns npocmoTpa mHpopMaumm O Knactepe HaXXMUTe Ha CCbINKy (Ha3BaHWe knacTtepa) B ctonbdue tadbnuubl
"HasBaHue". MNpounsonger aBTOMaTMYECKUN nepexon B pasnen "Knactep"»"CrtpaHuua
knacTtepa">"NHdopmaumns o knactepe". NoapobHyio nHpopMaumio CM. B pasgene "Knacrtepsl".

6.1.3 lMpodounb

Mpochunb yueTHoM 3annMcu PacnonoXeH B NPaBOM BEPXHEM YTy FMaBHOWM CTPaHULbI.

Onuunn

[ns npocMoTpa AOCTYNHbIX ONUUIN NEepenanTe No CTPENOUKe Ha UKOHKE Npodouns:
BASIS o =|@-
& Onyvu

' 4
r Qo [> Buiitn
. | BASIS

Basauc.Digital Energy

< MaSpaHHble Knactepa DevOps-KoHBe#ep Ha 6a3e AUHAMAYECKOM UHDPACTPYKTYPSI,

. . NO3BONAIOLYMIA OPraHN30BaTL MOMHBIA LUKN PaspaboTKy U TECTPOBAHMS MPOrPaMMHBIX NPOAYKTOB
‘ + Cosgars | v ‘ Q. Mowuck no scem nonam
MoppepKuBaeMble WHCTPYMEHTbI:

Hassanme 1| Tun ]  Craryef,  TexCrarye f|  Mpoayerss 1 m @ (rj

t:zl;writers g decort I [s1awreo) ©
Bepcusi:
¢ (s ! >V Bepcws backend 111
Human version 111
Frontend version 111

2023 © 00O «baanc»

PucyHok 5 - Onuyuu npogbuns

6.1.4 Tloonepxnsaemble MHCTPYMEHTHI

[na opraHmsaumm nNOMHOroO UMKNa pa3paboTku u TecTMpoBaHWa nNporpamMmHbix nponyktoB "basuc.Digital
Energy" noonepxusaet cnegyowme MHCTPYMEHTbI:

- certmanager;
- integagent;

+ monitagent;
- ingress-nginx;
+ longhorn;

- gitlab;

MeHto u HaBurauusa - 13
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+ nexus;

- jenkins;

- dependency-track;
- harbor;

- postgresql-ha;

- redis-cluster;

- vault;

+ sonarqube;

. istio.

6.1.5 Bepcus

CsepneHnsa o Bepcusx:

- Bepcus Bakend;
- Bepcus Frontend.

Huxe pacnonoXxeHbl CBeAeHUA O roae BblMyCka U KOMNaHuu - npon3soaunTene.

6.2 Knactepbl

N3 pasgena "KnacTtepbl" [OCTYNHO CO34aHME W ynpaBneHue knactepamy, YCTaHOBKa W yrnpasneHue
WHCTPYMEHTaMmn 1 06a3aTenbHbIMN 3aBUCUMOCTAMM.

6.2.1 Cnncok knacTtepos

MNpwn nepexopne B pasaen "KnacTtepbl” OTKpbIBAETCS CTPaHMLa CO CMMCKOM KNacTepOB.
MNapaMeTpbl TabnMLUbl KNacTepoB:

- HasBaHuve - HasBaHWe knacTepa;
« IP - IP agpec, no kotopoMy goctynHo control plane API;
- Tun knacTtepa - cnocob co3faHus knacrepa:
- DynamiX - co3paHune knactepa npu nomowwn nnatchopmel "basuc.Digital Energy";
- Generic (KubeConfig) - cozaaHne ¢ NOMoLbIo KOHGUIYPaUUOHHOTO dhanna, KOTOPbIN HY>KHO
nonyunte Ha nnatcgoopme "basnc.DynamiX".
+ lNpunoxeHus - ycTaHOBMNEHHbIE B KNAcTeP UHCTPYMEHTHI
- ID - ngeHTndMKaTOp KNacrepa.

BASIS @ % ituser v
Knactepbl » CNWUCOK KNAacTepoB
] + Cospate Q. Mowck no Bcem nonsm
s Hassauue 1) P Tl Tun knactepa T) Mpunoxenus T| ID 1)
L . uuVL‘Id not join master compute ID 18... = DynamiX He ycTaHoBneHbI 1703058218948531
X cugld not join worker compute ID 18... - DynamiX He ycTaHoBneHs! 1702992505038096
e 3053, 88.218.249.246 Dynamix He ycTarosneHsi 1702992173953650
Cannot create ViNS: Cannot enable V... B IDREIE ST REE PRI T
C‘Iuster £1702904103604... 88.218.249.182 generic He ycTaHosneHs! 1702904103604701
1 2 > » 5 v

PucyHok 6 - Pasgen "Knacrepwi”. CTpaHuLa cO CrIMCKOM K/1aCcTEPOB

6.2.2 Cospatb Knactep

Y106kl co3aaTtb Knactep BbINOMHUTE cnepylolmne oENCTBUS:

1. HaxxmuTe Ha kHonky "Co3zpaTb'.

2. B okHe co3paHus knactepa Bbibepute cnocob cospaHunsa DynamiX nnu Generic.
3. 3anonHuTe napameTpsbl:

Onsa DynamiX:

- HaseaHue KnacTtepa — BBeanTe Ha3BaHne Knacrtepa,

MeHto v HaBurauus - 14
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- PecypcHas rpynna - BbeibepuTe 13 CMCKa HY>KHYIO pecypcHyio rpynny. CnMcok 3arpyxxaetcs
aBTOMaTMYECKM U3 MPUBA3AHHOrO akkayHTa basnc.Dynamix;

- K8ci Instance - cnucok 3arpyxaeTtca aBToMaTMYEeCKN N3 NpuBA3aHHOro akkayHTta basuc.Dynamix;

- Extnet ID - cnucok 3arpyxxaetcs aBTomatnyeckn n3 NnpuBa3aHHOro akkayHta basunc.Dynamix;

KoHdurypauunsa Master Node:

+ Konunuectso Master Node;
- CPU - konnuecTtBO f4ep B KaxXxAOM yNpaBnsioleM yane;
+ RAM - konnuecTBO onepaTtMBHOM NaMATU B KaXAOM ynpasnsaiowem yane B MB;

Kondurypaumns Worker Node:

- HasaHue rpynnsl Worker;

- Konnuectso Worker Node;

- RAM - konnuecTBO onepaTtuBHOM NaMATU B KaxaoM pabouem yane B MB;
- CPU - konuuecTtBO Aaep B KaxXaoMm pabouem yane;

- DISK - ob6bem xpaHunuiia B kaxxgomM pabouem yane B [b.

Co3paHue knactepa

£ Dynamix & Generic

Hassanue knactepa @

Test1

Pecypewas rpynna @ K8ci Instance @ Extnet D @

demodedece... ~ alt8sp-1.3.1c... ~ 88.218.249.0... v

WMcnonesosate ceoin DNS

— Kondwmrypayus Master Node

Konwuecteo Master Node @

PucyHok 7 - Criocob cosnanus knactepa DynamiX
Ons Generic:

- HasBaHue knacTepa - BBEAMTE Ha3BaHWE KNacTepa;
- kubeConfig - BcTaBbTe B none dgann koHdurypaunm Kubernetes.

CospaHue Knactepa

{& Dynamix £} Generic

Hassanue knactepa @

[

Value is required

kubeConfig @

.

{ BcraseTe ¢painn kopurypayum knactepa

Value is required

PucyHok 8 - Criocob cosnaHusa knactepa 4,19 Generic

4. MpoBepbTe MHGOPMaLMIO O CO3[laBaEMOM KacTepe U HauHuUTe nNpoueaypy cosaaHmns kHonkon "Cosgatb”.

MeHio n HaBurauus - 15
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Onumnn

MHaovBmnayanbHble OENCTBUS C KNAcTEPOM AOCTYMHbI B OBLEM CMMCKE KnacTepoB No kHomke "Action menu” (3
BEPTUKaNbHbIE TOUKW) CipaBa OT CTPOKM C KNnacTepoM.

XXypHan yctaHOBKM

MpocMOoTp XypHana yCTaHOBKMU.

MpunoxeHus

BO3MOXHOCTbL NepenTu B Niob6oe yCTaHOBMNEHHOE B KNacTep NpUnoXeHue.

Ynanutb
1. Bbibepute nyHKT "Yoanutb".

2. 3anyCTUTCA NpoLecc yaaneHus n npon3onaeT Nnepexon Ha CTpaHuuy XypHana (oTcnexueaHue 3agauu). Ha
CTpaHuLe crnpaBa B norax byaet otobpaxaTbCcsa cTaTyC npoLecca 1 yCnewHbl cTaTyC yaaneHus.

inituser

BASIS ®
Task page

) cepsucs > OTcnexusanve sapaun

N
|v] 24543149464504 Nor

~2 WMHCTpYMEHT cluster { "message™ "Task created”, "time": 1711543149 }
DedcTene delete

DaTa cozganns 1711543149

NaTa oKoOHYaHWA 1]
3oBeplueHue false
Owwnbka false

Coobwenne Task created

PucyHok 9 - Crartyc yaaneHns

6.2.3 NHdopmauua o knacTtepe

[ns npocmoTpa uHgOPMauun O Knactepe HaXMUTe Ha CCbINKy (Ha3BaHWe knacTtepa) B ctonbue Ttabnuubl
"HassaHue". OTkpoetcsa cTpaHuua "Ceoaka”.

B/SIS ® o inituser v
Knoctepel > Crponwuo knactepa » Ceogka
(] % test27032
DynaomiX | 88.218.249.163
& o
Y pa3fenam Hassaxwe test27032 u
Fowcic o pasaenau |G Cnuvcok AOCTYMHbBIX NMPUIOXEHWIA:
2, (@ CocTosHue Tvn DynamiX
52 Mpunowenys ID 24541306335257 {cersr{g]:}ager " gitlab (vmaster)
vv1.10. .
B XypHon Cratye ENABLED perncTps
weTpm sasvcnmoc: o8] ) B © €
@ Ynanenve Tex.Cratyc STARTED 3asucumocTu: of [EH|
PecypcHana rpynna #2619 | unknown name
. harbor (v2.9.0) jenkins (v2.414.1)
CilD C ﬁ
FxtnetlD 1483 3asucumocti: o [_‘ m @ 3asucumocTi: 06 EH| m @
BservicelD o]
Address 88.218.249163 longhern (vv1.5.1) nexus (v3.58.1)
.
DNS Domain D c24541306335257 kube... Jasucumocty: Y G m @ P —— ] & m @
Hostname © cluster.c245413063352... ingress-nginx (v1.8.2) postgresgl-ha (v15.3.0)
UseOwnDns false m el @ ——
3asucumoctu: 0fd L_,@ 3asucumocTu: 08 [E5] [N] @

MeHio n HaBurauus - 16
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PucyrHok 10 - CBoaka

CocTodHue

- HasBaHue - Ha3BaHuWe knacTepa;

- Tun - cnocob cospaHna Knactepa;

- ID - ngeHTudunkaTop Knactepa;

- Cratyc - cocTosiHMe KnacTepa;

+ Tex. CtaTyc - TeXHMUECKOE COCTOAHME KNnacTepa;

+ PecypcHas rpynna - o6bekT «basuc.DynamiX» ana rpynnMpoBkn obnavHbIX pecypcos;

+ CilD - ngpeHTtndpmkatop Knactepa, aBToMaTMyeCckm noararmsaiotca ¢ nnatdopmel "basnc.DynamiX”;

- ExtnetlD - ngeHtndukatop BHELWHEN ceTY;

- BservicelD - uucnoson napaMeTp co3gaHuna Knactepa;

- Address - IP-agpec;

- DNS Domain - ctpoka, o6o3Hauatowas DNS 30Hy, co3gaHHylo Ang AaHHOro Knactepa;

+ Hostname - cTpoka, o6o3Havaiowas DNS ums ans gocTtyna K pa3BepHyTOMY MHCTPYMEHTY B KrnacTepe
unu camomy API knacTepa;

+ UseOwnDns - 6yneB napametp, obo3Havaowmun, 6yaeT nm ucnonb3oBaHO aBTOMaTMUeCKoe co3aaHue
DNS 30HbI M aapecoB MHCTPYMEHTOB Npu nx nHcTannauum B K8S knactep. YctaHaBnmBaeTca npwu
CO3AaHuN KNnacTepa;

- KubeConfig - koHdurypauus knacrepa.

CnpaBa oT Tabnuubl C NapaMeTpamu Knactepa pacnofnoxeHa uHgopMauns o6 obs3atensHbIX 3aBUCUMOCTSX U
MHCTpyMeHTax - "CnucoK [OCTYyMnHbIX npunoxeHuin". OTCyTCTBylOWME 3aBUCUMOCTU AN UHCTPYMEHTOB
CreHepupoBaHbl aBTOMaTMUECKU. YCTaHOBKa 3aBUMCMMOCTEN W WHCTPYMEHTOB MpoucxoduT B paspene

"Mpunoxexuns".

MNpunoxeHus

B paspene "MpunoxeHns" npeactaBneH CNMCOK UMHCTPYMEHTOB. NHCTPYMEHTbI MOryT ObiTb YCTAHOBMEHbI Ha
Knactep TOMbKO MNPV YCMNOBMM YCTAHOBKWM BCex 3aBucumocTten. [lopsaaok YCTaHOBKM WHCTPYMEHTOB
chopmMmpyeTcs aBTOMaTUUECKM Ha OCHOBe cnucka 3aBucumocTten. OTCyTCTBylOWME 3aBUCMMOCTM MpwU
YCTaHOBKE MHCTPYMEHTa 6yayT fo6aBneHbl B CNMCOK YCTaHOBKM aBTOMaTUUECKM.

YctaHoBKa
L'|TO6I:>I HayaTb npouecC yCTaHOBKU MHCTPYMEHTOB BbINONMHUTE Credylollee:

1. B pasnene "TlpunoxeHus" nepenante B "YcTaHOBKA". BoibepuTe npunoxeHne n HaxMmTe Ha KHOMKy "+".

B/ASIS ® © u nituser

Knactepel > CrTpaHudua knactepa > Mpunoxenua > YCTOHOBKO NPUMOXEHUA

R
generic | 88.218.249.182

52?’ 2, e
Mouck no paspenam Q 1. BeiGop npunoXeHuit 2. Mpoyeaypa yCTAHOBKK
£ @ CocrosHue
Q  Mowck no Ha3BaHWIO
8% Mpunoxenun BblﬁepHTe APUNOXXEeHUA U3 CNUCKO
Hazeauuwe | Bepcusa
<, YcraHoeka [ins paBoTsl HEKOTOPbIX NPUNOXEHUA TpeByeTCsA YCTOHOBKA UX 30BUCMMOCTE

certmanager
AOCTH: v1.10.1

:C,:‘ YeTOHOBNEHHbIE 3asucumocTH 6yﬂyT BKNKOYEHbI B COCTAB YCTOHOBKW QBTOMOATWUYECKH

i Yaanenwe

master

290

2.4141

v151

PucyHok 11 - YctaHoBKa rpuioxeHni

2. B cnyuae Bbibopa NpUNOXEHUs, ANA KOTOPOro HE YCTaHOBMNEHbl 3aBMCUMMOCTW, OHW aBTOMATUUYECKMU
pobaBATCsA B nakeT yCTaHOBKMW, U NOTpebyeTca 3anonHeHme napameTpos. Ha cTpaHuue 6yner otobpaxkatbCcs
cooblieHre paaoM ¢ npunoxeHnem “laHHble He 3anonHeHbl". B OTKPLIBLLEMCS CNpaBa MEHIO HY>XHO 3amnonHUTb
TpebyeMble AaHHbIE.

MeHto u HaBurauus - 17
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BASIS

Knactepel » Crtpanuua knacTepa > Mpunoxenus > YCTAHOBKA NPUNOXKEHWIA

testtest
generic | 88.218.249.250

Monck no paspenam Q4 Bbi60p npunoxeHuii

£, @ CocToaHue
Q  Mowuck No HO3BAHWIO
8% NpunoxeHun

Haseaxue ] Bepcua

harbor
' §<; 3asucumocTy: 290
/) AEEOOYS

&, YetaHoBka

% YCTAHOBNEHHbIE
& Yaanenwe
jenkins
@ 3asucuMMoCTH:
HEEIOS

2.414.1

W, nexus
| r | 3a8UMCMMOCTH: 3.581
AEEOOP=
sonarqube

\\\ 3aBMCHMMOCTH: 10.21

AESP=LE0S

vault
3aBUCUMOCTIA: 1131

fees] o [NT -]

< (1af 2) >

2. Mpouyepypa yCTAHOBKKW

5

[ Undopmayma %

B cocTas ycTaHOBKW Gbinmn
[o6aeneHbl OTCYTCTBRYHOWMNE
30BUCUMOCTW NPUNOXEHWNSA, B
Konudectse: 7

o

3anonHute ACHHbIE

el 9 o

monitagent.c1703062886632035.kub...

integagent.c1703062886632035.kub...

@ cormanoser (EEEE

certmanager.c1703062886632035.ku...

[aHHBIE HE 30NONHEHD!

MapaMeTpbl NPUAOXEHUA HacTpoiku ycTaHOBKK

caCert @

Value is required

cakey @

PucyHok 12 - SanonHeHue gaHHbIx

3. lNocne 3anonHeHWs AaHHbIX HAXKMUTE KHOMKY "YCTaHOBUTL'.

BASIS

Knactepel > Ctpanuya knactepa > [Mpunoxenna > YCTOHOBKO NPUNOXKEHUIA

(] testtest
% generic | 88.218.249.250

Monck no pasgenom ~ Q 1. BbIGOP NPUNOXEHNi

#, @ CocTosHue
Q. Mouck No Ha3BaHUO
82 NMpunoxexua

Haszeaxue 1) Bepcua
&, YeTaHoeka

harbor

3aBMCUMMOCTH: 290

HEEO &N

jenkins

3QBACUMOCTH:
= AEf0®

{8 YcTaHOBNEHHble A

L

g7 ag

il Yaanenue

2.414]

W, Nexus
I J 3asucumocTu: 3.58.1
0 I NI oL e
sonarqube

\\\ 3QBACUMOCTH: 10.2.1

HESP=EO0&

vault
3aBMCUMMOCTH: 1131

HERO@

< (1of2) >

2. Mpoueaypa YCTAHOBKN

® D imluser '

3anonHUTE AUHHbIE

@ st

redis-cluster.c1703062886632035.ku...

MapameTpbl NPUACKEHUA HacTpoiiku yCTaHOBKK

Napons @

o oo B

gitlab.c1703062886632035.kubes.uni...

MapameTpbl NPUAOKEHNA HAcTPORKM YCTAHOBKM

Wma nonsaosatens @ Mapons @

gitlabUser .. &

PucyHok 13 - YcTtaHOBUTb npunoxeHne

4. [lanee nosBUTCA CTpaHULa C yCTaHOBKOW.
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BASIS

) test27032
% DynamiX | 88.218.249143
&

Mowck no pasgenam  Q 1. BeiGop NPMAOKEHHA

KnacTepel » CTpoMWUo knacTepa » MNpunoxkeHwA > YCTAHOBKA NPUNOKEHWIA

2.Mpoueaypa YCTAHOBKA

2 @ CocToanune
) YetaHoeka...
) Npunoxerua

monitagent
otd

O ocramosnTs

O YetaHoeka ) AL
YeTaHoBneHo
& YcTaHOBNEHHBIE
integagent
5 -+
3 MypHan == YCTOHOBNEHO
@ YacneHve @ certmanager n
B npouecce yCTOHOBKM...

@ i in'_L:er v

PucyHok 14 - CrpaHula C ycTaHOBKOU

5. MNocne 3aBepleHnsa npouecca yCtaHOBKU NPUNOXEHNE NOABUTCA B CMNCKE YCTAaHOBNEHHbIX Ha CTpaHuue
Knacrtepa.

BASIS ®

Q- inituser

Knactepsl > Crpowmuua knactepa > Mpunoxedus > YCTOHOBKO NPUNOXEHWUA

- &

Mowck No pasaenam Q

test27032
DynamiX | 88.218.249.163

1. BeiGop npunoxeHuin 2. Mpoueaypa YCTAOHOBKW

2

(@) CocTosHue
Q  Nouck No HO3BOHWO

82 MpunoxeHusn (2] BbiGepuTe NpUNOXXEHUA U3 CNUCKO

Hazeauuwe T| Bepcuna

&, VeTaHoBKa Ina paboTel HEKOTOPLIX MPUACKEHUH TPEBYETCR YCTAHOBKA WX 3OBUCUMOCTEN

gitlab
& YCTUHOBNEHHBIE o “Suzncnmocm. master +

3asncuMmocT BYAYT BKNKOYEHL! B COCTAR YCTOHOBKW OBTOMOTHYECKK

7 ACEE0OWS
certmanager
. X harbor
integagent :;:- = 30BMCHMOCTH: 250 t
monitogent JEROOTS
jenkins
MypHan
B Xyp @ 30BMCHMOCTH: 2.414.1 +
@ YaaneHne HEEOS
longhorn
30BMCHMOCTH: v1.5.1 ar
A28
W, hexus
(r) 3asucuMOCTH: 3.581 T
A=EHOOP=

PucyHok 15 - Crncok yCcTaHOBNIEHHbIX MPUIOXKEHUN

XypHan

Co cTpaHuubl "YCTaHOBMNEHHbIE" AOOCTYNEH MNPOCMOTP XXypHana C WHdOopMauuem Mo YCTaHOBMEHHOMY
MPUIOXEHMIO.

MeHio 1 HaBuraumsa - 19
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BASIS © o [ v

Knocrepel > CrpaHuua knactepa > TPUNOXEHWA

[} test27032
DynamiX | 88.218.249.163
23

Nowuck No pasgenam Q

YCTAOHOBNEHHEI!

IpUNoXeHWA > certmanager

£, @ Cocroanve _
e Haszeanwne l@ certmanager [ MypHan 6 YaaneHue
oo rl
g% Mpunoxexun
Bepcua v1.10.1
L e -
4, YeTaHoBka o - . ek
s D 2454250738605 Monita rtmanager health check
& Yeranosnennoie ()
HoCTHERM 0 certmanager.c2454130...
certmanager h
integagent
CaCert @ MoxasaTb
monitagent
B MypHan CaKey @ Mokasats

& Yaanenwe

Hazeauue CoobuieHue OnucaHue
podcheck01 Checking for pod .*cert-manager-.* to work

podcheck0? Checking for pod .*cert-manager-cainjector-.* to

work
Check Checking for pod .*cert-manager-webhook-.*
podcheck03d oot Checking for pod .*cert ager-webhool to
nossed Ok

PucyHok 16 - XypHan yctaHOBKu

YnaneHue

[ns ynaneHna nHctpymeHTta nepenaute B pasaen "lpunoxeHuns - YctaHoBNeHHbIe". Boibepute npunoxeHue n
OTMEeTbTE rafioukammn napameTpbl yaaneHnsa u HaxMuTe KHOMKy "Yaanexue".

BASIS ® o nituser v

Knacrepsl » CTROHMLO KN

2pa 2 TIpUNoXeHuA

] test27032
DynamiX | 88.218.249.163

5‘& n (®)
CHCK ND PasRenam = YCTQHOBNEHHBIE NPUNOXKERWA > certmanager

£, (@ CoctonaHue

Haseauwe '@ certmanager [ MypHan il Yaaneuue
8% Npunoxenua o
Bepcua v1.10.1
*, YCTaHOoE!
=y YETAHOBKA D 24542507384051 Bol coGHpaF,-Ter yaanuTh certmanager
% Yerauosnenrsie )
. XoCTHEM @ certmanager.c2454130... Clean always
certmanager Ilgnore DNS
nore UNS &
integagent )
CaCert ® MokazaTs
monitagent ® Yaamwrs
B MypHan CaKey @ Mokaszate

@ Ynanewue

PucyHok 17 - YaaneHue rnpunoxeHus
Clean always
Y CleanAlways eCTb 2 COCTOSAHUS:

+ 3apPErncTpUpoBaHo;
+ YCTaHOBMNEHO.

Ecnu npunoxeHne sapeructpupoBaHo, TO MHAOpMaLMA MPUCYTCTBYET B 6ase OaHHbix. Ecnu npunoxexue
YCTaHOBMNEHO, TO OHO YCTAHOBNEHO HEMOCPEACTBEHHO B Knactep. [onyckaloTcs pasHble CLeHapum, Hanpumep:
MPUMOXeHNe 3aperucTpMpoBaHO, HO He YCTaHOBMNEHO WM HAaoBbopoT - YCTaHOBMNEHO, HO He
3apEerncTpupoBaHo.

Ecnn npunoxeHne 3apernctpupoBaHO, HO HE YCTaHOBMIEHO, NPOUCXOAMUT ynaneHue na 6asbl gaHHbIX. Ecnu
NPUNOXeHNe YCTaHOBNEHO, TO yAaneHne NponCcxXoauT TOMbKO B Criyyae, eCnv NpuUnoXeHne 3aperucTpupoBaHo.
Ho ecnu npunoxeHne Bce paBHO TpebyeTcs yaanuTe, TO Heobxoaumo noctasuTe donar "CleanAlways".

Ignore DNS errors
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DNS cepBep BblgaeT hostnames ons NpUnoXeHUn, MO KOTOPbIM MPUNOXEHUS B AanbHeNWemM 6yayT 4OCTYMHbI.
3anncek o hostname ypansetca npu ynaneHuu npunoxenus. ®nar "IgnoreDnsErrors" He 6ynetr otobpaxatb
OLNOKK, BO3HMKLLME NpW yaaneHmun atoro hostname.

XypHan

)KypHan YCTaHOBKUW KnacTtepa n TeXHUMYEeCKNX npouecCcosB, KOTOpbIE Nponcxoounnun npmn cogaHunn.

BASIS @ el inituser

Knacrepel > Crpanuua knactepa > MypHan

2 @ test27032

DynamiX | 88.218.249.163
o Nowck no posgenam  Q
D fo5b4973-3f08-4cel-062d-602902711dc8 nNor

£, @ CocToAHue ) .
- K8s ID 1483 installed successful, elapsed time - 483 Deploying: using Extnet ID 13
oo CTOAMA ceconds
BRRIRHIONEHNA o Deploying: VINS creating
. Craryc OK
@ *ypHan g Deploying: ViNS ID 3236 created
@ Yaanenune 3asepwenve true

Deploying: Load Balancer creating
Oumbra Deploying: Load Balancer ID 1535 created
Deploying: check Lood Baloncer 1D 1535 haproxy connection
Deploying: Load Balancer ID 1535 haproxy connection checked
Pre-deploy: pre-validations
Need free external IPs &
Deploying: extnet 1D 13 selected
Pre-deploy: pre-validations completed

Pre-deploy: key pair created -

PucyHok 18 - XKypHan ycTaHoBKy Knacrepa

YnpaneHue

[ns ynaneHus knactepa nepenaute B pasgen "Yoanenue". lNapameTtp "permanently" - nonHoe ynaneHue
knactepa u3 "basnc.DynamiX" c oTcyTCTBMEM BO3MOXHOCTU BOCCTAHOBUTb €r0 M3 KOP3MHbL. Haxmute Ha
KHOMKY "Yoanutb".

B/SIS ® % v

Knactepbl > Ctpanuya knactepa > Yponewue

D % test
generic | 88.218.249.57
oy

Mownck no pasgenam

Q YpaneHuve knactepa

0
# @ Cocrostue Bbl ynansete knactep test.

8% Mpunoxexus
permanently

™ Ypanenune

PucyHok 19 - YaaneHne knacrepa

6.3 [Nlonb3oBaTenu

N3 paspena "[lonb3oBatenn" OOCTYMHO CO34aHME W ynpaBneHue nonb3oBaTtenamu v rpynnamu. Pasgen
COLEPXUT 2 BKNAOKW:

- Nonb3oBatenu;
- [pynnebl.
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MNpwn nepexopne B pasaen "lMonb3oBatenn” MO yMONUaHMIO OTKPLIBAETCA CTpaHuLa CO CIUMCKOM NMosnb3oBaTenen.

B/ASIS o = (@

Monbzosateny > CNKMCOK NONb30OBATENEN

D Nouck no paanenam Q <+ Cozpare Q Mowmck no Bcem nonam
42, Mons3osarenn

sh D T Wma T) Noruu T) rpynna T| Paspewenua T| 306n0KMpoBaH T|
£, Tpynne

PepokTuposaHue cebr MOHWUTOPUHI NPOAYKTOB
pE,U,UKTMp(JBOHME‘ noboro NoNL30BaTENA

1705409508279734 init User  inituser Init Group false
PepokTWpoBaHWe NPoaYKTOR

MOHWTOPMHT NPOAYKTOB

PepokTupoeaHue nioGoro nons3osaTens

PefoKTUPOBOHWE NONbL30BATENEN B rpynne

Makhrov Test

20208271963366 makhrovin - PepakTupoBaHue cedn false
Igor Group2
PepoKTVpoBaHKWE NPOAYKTOB
MOHWTOPUHI NPOAYKTOR
19528638556044 a a éfzi 02 PeaakTuposaHWe NoNb30BATENER B rpynne false
upd

MOHWUTCPMHI NPOAYKTOR
19191424814073 q qq Init Group false
pERUKTMPUEGHHE‘ J'IKJGDI'CI nNoNeL30BATENA

PegakTupoBaHue cebs =

PucyHok 20 - Pasgen "[lonb3osarenn”

6.3.1 [Nonb3oBatenu

Pasnen "lonb3oBatenn” otobpa)kaeT CNMCOK BCEX NONb3oBaTENEN C NapamMeTpamu:

+ ID - naeHTndbnkaTop nonb3osartens;

+ Vms - nms nonb3osaTtens;

+ JlornH - nornH nonb3oBarens;

- pynna - rpynnbl, B KOTOPbIX COCTOUT NOMb30OBaTeb;

+ PaspelueHus - npaBa nonb3oBaTtens Ha AENCTBUS B CUCTEME;

- 3abnoknpoBaH - MHgPOpMaL s O cTaTyce nonb3osaTtens false/true.

CospaHne HOBOro nonb3oBaTtens
1. Ana co3paHnsa HOBOro HaxmMuTe kHonky "+ CospaTtb".
2. 3anonHuTe paHHble NonbL3oBaTens:

- JlorvH nonb3oBaTtens;
- ®NO nonb3oBaTens;
- [Maponb.

3. HasHaubTe nonb3oBaTtento rpynmny, BbibepuTe U3 cnmcka.
4, [lo6aBbTE NONL3OBATENIO HEOOXOAMMbIE Pa3peELIEHUS, BbIGEpPUTE U3 CMCKa.

5. 3aBepwuTte npouenypy AobasneHus nonb3oBatens kHonkon “[o6asuTh'. [1loOaBneHHbIM MNONb3oBaTENb
oTO06pasnTCa B O6LEM CNUCKE NOMNb3oBaTENEN.
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Do6asnTb nonb3osatena

Noruw nonesosatens

Vaolue is required Value is required

Napons

Value is required

pynna
Bribepute U3 cnucka
Pa3peweHna ANs Nons308aTens

BoibepuTe U3 cnucka

PucyHok 21 - CosgaHune rnonb308artess

PeﬂaKTVIpOBaHI/Ie OaHHbIX O Nonb3oBaTtene

1. Ins pefakTMpoBaHns AaHHbIX HaXXKMUTE Ha KHoMKy "MeHto aencteun” (3 BepTukasnbHble TOUKM) B CTPOKE C
HY>KHbIM Nonb3oBaTteneM. B Bbinagaiolwem MeHIo BbibepuTe NyHKT "Pegaktuposarb”.

. "
BASIS @ ninituser £
Monbzosatent » CNWUCOK NONL30BATENER

3 Nowcknopasgenam  Q

+ Cospare Q MNowuck no ecem nonsm
42, Monbsosarenn
sk D1l Mma 1L Norud 11 Fpynna 7| Paspewenus T| 3a6nokuposaH T|
A2, Tpynne!
. PepoktuposaHue ceba  MOHWTOPMHI NPOAYKTOR

PepaktvpoeaHue noboro nons3oeaTens
1705409508279734 init User  inituser Init Group false
PeaKTUpOBaHWE NPOAYKTOR

MOHHTOPMHI NPOAYKTOR & PenakTuposaTh

& Yaanure
PefoKTMPOBaHWE MOBOro NoNL3osaTens

PegaxkTuposaHue Nonb3osaTenei e rpynne

20208271963366 Eg:‘h“"" makhrovin Ei-pz PepakTvpoBaHme ce6s false
PefokTvpoBaHWe NpogyKkTos
MOHWTOPUHI NPOAYKTOB

19528638556044 a a I;_Z:Ipz PeaokTwposaHne NoNbL30BaTENen B rpynne false

MOHWTOPUHT NPOAYKTOR
19191424814073 q qq Init Group false
PEECIKTM POBaHKNE MBoro NoNb30EaTENA

Banny Cofg

PucyHok 22 - MeHio geviictsuii. PegaktnpoBaTs ro/ib308aTess

2. N3ameHuTe faHHble 1 HaxxmMute KHonky "OBHOBUTL".
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PepakTupoBaHne nonb3osarens

Norwn nons3oeartens [41e]

inituser init User

Napone

Fpynna

Init Group

PaspeweHus ana none3osaTens

changeUserHimself, monitorProducts, chongeA... A

PucyHok 23 - ObHoBneHne aaHHbIX O No/b30BaTtesie

YnaneHue nonb3oBaTtens

[na ynaneHus nonb3oBaTens HaxXmute Ha KHonky "MeHio gencTtBuin' (3 BepTMKanbHblE TOYKWM) B CTPOKE C
HY>XHbIM Nonb3oBaTtenem. B Beinagaiowem MeHio BbibepuTe NyHKT "Yoanutb".

BASIS © o [ v

Monezoeateny > CNMCOK Nonb3oBatenei

03  Mowcknopaspenam  Q + Cozaate Q MoMck no BCEM NONAM
42 MNonb3ocsarend

Y IDTL Mma 1L Norue T) Fpynna T, Paspewenus T 3a6nokuposaH T)
A2, Tpynne

ey PepaktuposaHue cebs  MOHWTOPUMHN NPOAYKTOB

Pe,nDK‘I'MpCIBEIHME noBoro Nonk3oBaTeENns
1705409508279734 init User  inituser Init Group false
PenakTUpOBaHWME NPOAYKTOB

& PepakTuposaTh

MOHMTOPWHI NPOAYKTOR
& Yaonute
PepakTuposaHue niwboro nons3osatens
PefaKTMPOBOHWE NONL30BATENER B rpynne
Makhrov q Test

PegaxkTuposaHue ceba

20208271963366 Igor makhrovin Group?2 OAKTHP false
PeaaKTMPOBAOHWE NPOAYKTOR
MOHMTOPHHI NPOAYKTOR

19528638556044 a a g:f)f:pz PenakTMpoBaHWe NoNb3oBaTENEN B rpynne false
MOHMTOPUHI NPOAYKTOR

19191424814073 q aq Init Group false

PepakTuposaHue nwboro nons3oearens

Penatur e cofia

PucyHok 24 - MeHio geictsui. Yaanutb no/ib308artess

MNocne 3aBeplueHus npouecca yaaneHns Ha 9KpaHe nosaBmTCa coobleHne o6 yCnewHoM yaaneHum
nonb3oBarens.
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-
BASIS
Monbsosatenn > CMMCOK Nonb3oBaTenen

O3  Mowckno pasaenam |~ Q 1 CoagaTs

£, Monb3osatenu

Wma 11

Test

6% D Tl
& Tpynnol
=S
14081662439530
@ User
14081662409815 Mt

User

Norvk 1| Tpynna T| Paspewenus T|

PepaxkTupoBaHwe cebs

Test

testuser GI’OUp

DEHOKTMpDEOHME NPOAYKTOB

PepakTupoBaHue ceba

inituser Init Group

PegakTMpoBaHKE NPOAYKTOB

) YcnewHo

Monb3oBaTens yaonéH

Q, Mowck no scem nonsm

3a6nokupoeaH 1|

MOHWUTOPMHT MPOAYKTOB

PefakTUpoBaHKue Nto6oro nonb3osaTens false

MOHUTOPUHI NPOAYKTOB

MOHWUTORMHT MPOAYKTOB

PepgakTuposaHue nto6oro none3osatens false

MOHUTOPWHI NPOAYKTOB

PucyHok 25 - CooblyeHne 06 ycriewHoM yaaneHmy noss308aress

6.3.2 [pynnbl

[Ons nepexons B pasgen Haxmute Ha Bknagky "lpynnbl”, OTKPOETCH CTpaHuua CO CAUCKOM rpynn C

napameTpamu:
ID - noeHTUdMKaTOP rpynmnel;

HasBaHue - HazBaHWe rpynnbi;

3abnokupoBaHa - MHdpopMaums o ctatyce rpynnsl false/true.

-
BASIS
Monbsosatenu > CNMCOK rpynn

I'_;l Mowck No pasgenam Q

+ Cozpate
2, MonvsoBatenn
5% D T}
A2, Mpynnel
=0 1705409508306906
1705409508109075
20984274578041

Hazeanue 1)

3a6nokuposaHa T|

Test Group2 false
Init Group false
Test Group false

®@ (o3 inituser v

Q MNowck no scem nonam

CospaHune HoBoW rpynmbl

PucyHok 26 - Pasgen "lpynnb”

1. [lna cospaHns HOBOWM rpynnbl HAOXXMUTE Ha KHonky "+ CospaTe'.

2. B okHe pobaBneHuns rpynnbsl BBEANTE Ha3BaHUE N HaXXMUTE KHOMKY "[lob6aButs".
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No6aeute rpynny

Hanpumep: Admins

PucyHok 27 - CosgaHune rpynnbl

CospaHHasi rpynmna oTob6pasnTcs B 06LLIEM CMIUCKE FPYNM 1 Ha 9KpaHe NosBUTCs cooblueHne 06 ycnewHom

cosgaHunn.

BASIS

Monbzosarenu > CRWCOK rpynn

03  Nowuck no paspenam | Q + Cosgams

£2, Monb3osaTtenu

D 1]
£ [pynnbl

1703068088221119

b

(5] 1702982191881435
14081662438594

14081662087188

Hazeanue 1]

tests

admins

Test Group

Init Group

«

& YcnewHo 1%

pynna cospaHa

Q. Mouck no Bcem nonsm

3abnokupoeaHa T|

false
false
false
false

» 5 v

PucyHok 28 - CoobujeHne 06 ycreiHoM co3gaHny rpysl

PepnakTtnposaHme rpynnbl

1. Ins pefakTpoBaHMsa AaHHbIX HaXXMUTE Ha KHOMKY "MeHto aencteun” (3 BepTukanbHbl€ TOUKM) B CTPOKE C
Hy>XHOW rpynnon. B BeinagalowemM MeHio BbibepuTe NyHKT "PegakTnposaTh'.
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B/:Sls @ \:i n inituser

Mone3osatenu > CAMCOK rpynn

D  Noucknopaspenam  Q + Cospars Q Mouck no Bcem NonAM
# MNonb3osatend
oy D 1) Hassauwuwe T) 3abnokwpoeana T
2, Tpynnel
e 1705409508306906 Test Group2 false
1705409508109075 Init Group false ¢’ PepaKTUpoBaTEL
& Yaanute
20984274578041 Test Group false

<« < 1 > » 5 w

PucyHok 29 - MeHio aevictsui. Pegaktuposats rpynmy

2. /IaMeHuTe Ha3BaHue rpymnnbl U HaxMuTe KHonky "O6HOBUTL".

PepaKTUpOBAHUE rpynnbl

Hassanme rpynnsi

Test Group2

PucyHok 30 - O6HoBIeHe AaHHbIX O rpyrne

lNocne 06HOBNEHUS AaHHbIX Ha dKpaHe NoABUTCA coobueHne o6 yCnewHOM OOHOBNEHNN rpynnbl.
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7 = [ ]
BASIS
© YcnewHo %
Monbsosatenn » Cnucok rpynn Ipynna o6HoBneHa
I;l Mowck no pasaenam Q + Cospars Q. MNownck nNo Bcem Nonsm
#2 lMonb3aoeaTenu
& DT Hazeanue 1] 306M0KHpOBaHA T)
£, Tpynnbl
0 1703068283611038 tests1 false
53 1703068088221119 tests false
1702982191881435 admins false
14081662438594 Test Group false
14081662087188 Init Group false
1 5 v

PucyHok 31 - CoobujeHne ob ycrnelHom 0O6HOBAEHNN rPybl

YnaneHwe rpynnbl

[ns ypaneHua nonb3oBatens HaXMute Ha KHomnky "MeHio gencteun” (3 BepTuKanbHblE TOYKW) B CTPOKE C
HY>KHOW rpynnon. B Bbinagatowem MeHio BbIbepuTe NyHKT "YoanuTe".

BASIS © w [ nue v

Monssosatenn > CnMcok rpynn

I? Nonck no paspenam Q + Cosparb Q Mouck No Bcem Nonam
42, Monw3oBaTENA
% D 11 Hassauue 1] 3a6nokuposana T
A2, Tpynne
0 1705409508306906 Test Group2 false
1705409508109075 Init Group false & PepakTuposaTs
© Yaanute
20984274578041 Test Group false
1 5

PucyHok 32 - MeHto aenctsui. YaaneHme rpynsl

MNocne 3aBepleHna npoueccCa yganeHna Ha akpaHe noaButca coobuweHne o6 yCnewHOoM yaaneHun rpynnbl.
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BASIS

Monbsosateny > Cnucok rpynn

.

o

ie)

—

Mowck no pazpenam = Q + cosgoms

£, Monb3oBaTenu

¥

D 1l

3

2, Mpynnbl
1703068088221119

1702982191881435

14081662438594

14081662087188

Hazeauue T)

tests

admins

Test Group

Init Group

& YenewHo

pynna yganexHa

3a6nokupoeana T)

false

false

false

false

Q Mowck no Bcem nonam

PucyHok 33 - CoobljeHne 06 ycrnelHoM yaaneHmm rpynmsl
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/ TepMuHbl 1 onpenenexHus

TepMmuH OnpepeneHue
Golang Komnuavpyemblii MHOTOMOTOYHBIM A3bIK NPOrpaMMMUpPOBaHs

[ucneTyep NakeToB, KOTOPbIA YMNpoL@eT HacTpoliky W pasBepTbiBaHue

Helm o
npuNoXeHU B Knactepax Kubernetes (019 pa3paboTymMKoB 1 OrnepaTopos)

MPOEKT C OTKPbITLIM UCXOAHBLIM KOZOM, NPeAHa3HAYeHHbIM /1 ypaB/ieHust
KnacTepoM KOHTEHepOoB Linux Kak eaunHoli cuctemoit. Kubernetes ynpasnsiet

Kubernetes 1 3anyckaeT KoHTeliHepbl Docker Ha GO/bLLIOM KOMMYECTBE XOCTOB, @ TaK Xe
o6ecneunmBaeT COBMECTHOE pasMelleHue ¥ pennkauulo  60/bLIoro
KONn4ecTBa KOHTeliHepoB

(ot aHrn. development & operations) — MeTOAONOMMSA aBTOMaTM3aLMK
DevOps TEXHO/IOTMYECKNX MPOLIECCOB  COOPKW, HACTPOWKM W  pa3BEpTbiBAHUS
nporpammHoro obecneyeHns

(ot aHrn. development, security U operations) - UHTerpauMm TecTUpPOBaHMS
DevSecOps 6e30MacHOCTM B KaXAblii 3Tan npouecca paspaboTkym MNporpamMmHOro
obecneueHus

71 TlepeueHb cokpalleHumn

CokpalyeHue OnpepgeneHvne
(aHrn. Universal Serial Bus) — «yHMBepcasibHasi nocrienoBatesibHast
UsB LWUMHa», NocneaoBaTesibHbIf MHTepdelic ana nogxkatoHeHns nepmdyepuiiH

bIX YCTPOIACTB K BbIYUCINTENBbHON TEXHUKE

AMA3 AnnapaTtHbIii MOAY/1b AOBEPEHHO 3arpy3Ku
oT OxpaHa Tpyga
rno MporpammHoe obecneyeHne

Nornuecknii 06bekT CX/I, 06beanHALWMIA NPOCTPAHCTBA HECKO/TbKMX

lyn hm3anyeckux HakonuTenen B e4MHOe NPOCTPaAHCTBO XPAHEHMS AaHHbIX
CBT CpepacTtBa BblUUCANTENBHON TEXHUKM

CXL4 Cuctema XxpaHeHUs JaHHbIX

TB TexHuka 6e30nacHOCTU

Loa LleHTp 06paboTKM AaHHbIX

TepmuHbl 1 onpepenenns - 30
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